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Revolutionary. Unified.

Al Cybersecurity.

Product Sheet

Replace countless vendors and
disconnected solutions and with an
Al-driven, integrated approach

to cybersecurity.

) Elevate your enterprise protection with state-of-the-art
o security.

Given today'’s threat landscape, you need a crucial line of defense with an inherent advantage
over legacy, signature-based solutions. Heimdal’s offering has been built following a
prevention-first approach, designed to catch all kinds of threats - simple and sophisticated,

known and yet unknown.

From Threat Prevention and Endpoint Detection and Response to Vulnerability Management,
Privileged Access Management (PAM), Email Security, and Remote Desktop Support, we clear
up your most pressing security and compliance concerns - and more.

Heimdal’s innovative, layered cybersecurity, powered by Al Neural Network-Driven
Intelligence components, can be scaled up and down and will fit any business scenario.

@ Add the security layers you need.
Unlock extra features and unexpected benefits.

Seamlessly integrated and fueled by Artificial Intelligence, the more modules you embed into
your Heimdal ecosystem, the more intelligent it becomes.

And above all, you can conveniently manage everything from a single agent. Forget about
disconnected solutions and gain a deep understanding and a complete overview of your

environment, in real time.
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Simple, next-level
cybersecurity protection.
Immediately effective.
Unified.

Multiple deployment tools create
confusion, slow down your reaction time,
and open your Enterprise to devastating
malware and ransomware attacks.

As Cybersecurity can easily become a
burden for companies - especially as
they grow - Heimdal provides the latest
technologies for cutting-edge security,
in a unified and easy-to-use package.

Cybersecurity can be complicated
enough as it is, which is why we deliver
the best solutions that eliminate the
need to sacrifice countless man-hours
to make it all work.
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Prevent. Detect. Respond.

Al Neural Network Driven Intelligence. Also available with a managed XDR service.

Threat Prevention

Vulnerability Management

Manage assets and mitigate vulnerabilities

Endpoint Detection and Response

Block known and unknown threats at the traffic-level Mitigate and respond to next-gen threats

DNS,HTTP & HTTPS
filtering

Network & Endpoint Prevention,
Detection and Response

Use the world’s most advanced DNS
product to Hunt advanced threats,
infected users & processes

Predict tomorrow’s threats withAl-
driven Neural Network Predictive DNS

Network log agent included for
infection tracing.

Patch, Deploy and
Manage Assets

The most scalable and flexible patch
and deployment product.

Preemptive and Full Vulnerability
Management

Granular control of patches,
installations and deployments

Software asset management
Global software deployment

Patch and Deploy - Anything,
Anytime, Anywhere.

Next-Gen Antivirus
and MDM

4 Advanced malware detection layers

Certified detection rate of 100% for
known malware

Live process monitoring
Lightweight and simple to use
Remove threats with ease

Full E-PDR solution with Threat
Prevention DNS

Ransomware Encryption
Protection

Detect processes that launch file
encryptions

Kill and stop any ransomware
outbreaks

Works signatureless
Works with to ANY Antivirus

Tracks attacker origin

Access Control, E-Mail Protection and UEM.

Unified Management in one place. Also available with a managed XDR service.

Privileges & Application Control

Manage, audit and comply in one easy step.

Email Protection
Eliminate the hassle and danger of email-borne threats.

Remote Desktop

Securely connect to other devices

Privileged Access
Management

Easy escalation of rights
and files

Full control of the escalation
process

World'’s only de-escalation
upon threat discovery tool

Auto-approval mode to avoid
user support time

Mobile approval supported
Full Audit Trail

Removes 93% of Microsoft
vulnerabilities

Application Control

Includes the ability to White
and Blacklist any execution

Easy control of access to
execution of files

Ability to easily manage
spawns of any files executed

World’s only Application
Control that can be tied
with PAM

Handle access by File Path,
MD5, Publisher, Certificate or
Software Name

Email Security

MX Record based and easy
to implement

Highly advanced malware
detection*

Detect Spam

Filter Emails with malicious
IP’s, Domains and URL's

Stop Phishing mails

Remove malware
attachments

Quarantine report to the user

Email Fraud Prevention

Detect CEO Fraud
Detect Financial Fraud

Spot Insider Business Email
Compromise

Find imposter threats

Stop advanced malware
mails

Stop incorrect IBAN /
Accounts numbers

125 vectors of Mail Fraud
intelligence

Connect to any device with
an agent

Multi-Factor Authentication

Attended / Unattended
Access i.e. End user request
or IT accessed

Works with PAM through the
session

Clipboard Sharing

Video Recording and Audit
Log option
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@Q Al-driven security tools that intelligently work together.

Combine Threat Prevention and Endpoint Detection X-Gen Antivirus. Give yourself proactive IOC’s and enhanced IOA’s. Threat Prevention
enriches our Endpoint Detection X-Gen Antivirus, with a unique E-PDR ability, to mitigate even concealed or unknown malware.

Our security technologies can be layered and customized to fit any business scenario and will cover all potential security gaps in your
organization.

Here’'s how the Heimdal® modules work together.
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THREAT PREVENTION ENDPOINT DETECTION ACCESS CONTROL

Patch Management combined Heimdal’s Antivirus leads Endpoint Prevention, Once detecting an infection
and unique traffic-based malware detection on its Detection and Response or attack our Threat Prevention
detection of hidden threats own, but when using or Endpoint detection modules,

from I0A/IOC intelligence Threat Prevention IOA/IOC can signal to our Privilege
to Endpoint Detection. intelligence, the Antivirus Access Management to remove

will be able to respond rights to prevent escalation

to otherwise hidden threats of problems.

M ® Founded in 2014 in Copenhagen, Denmark, Heimdal® is a industry and has won multiple awards both for its solutions
A bo ut H el m d a | leading European provider of cloud-based and for its educational content.
cybersecurity solutions.
Currently, Heimdal’s cybersecurity solutions are deployed in
Ty ;GJ?;:; hts <“> SOURCEFORGE The company offers a multi-layered security suite that more than 50 countries and supported regionally from
combines threat prevention, patch and asset offices in 15+ countries, by 175+ highly qualified specialists.
management, endpoint rights management, and antivirus Heimdal is ISAE 3000 certified and secures more than 3

2 . and e-mail security which together secure customers million endpoints for over 11,000 companies.
(5 [crowD * Trustpilot ; o )
against cyberattacks and keep critical information and

o ‘ intellectual property safe. The company supports its partners without concessions on

the basis of predictability and scalability, creating sustainable
HEIMDALSECURITY.COM in ¥ @ Heimdal has been recognized as a thought leader in the ecosystems and strategic partnerships.
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